FACC

SECURITY AND
FLEXIBILITY FIRST AND
FOREMOST

AUDIT-PROOF ARCHIVING OF SAP
AND DEVELOPMENT DATA

, The aviation industry is in nature a highly regulated sector. As a leading manufacturer in this
industry, the quality assurance process with customers must be precise. This is why we have
relied on iCAS for many years as the central archive for our SAP and development data”

Stefan Wilflingseder, Chief Information Security Officer & Data Protection Coordinator
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FACC is a global leader in the design, development and manufacture of light-

weight construction systems in the aerospace industry.

Industry:

Manufacturing of aircraft components and

solutions

THE SUCCESS AT A GLANCE:
Background:

Safety is top priority in the aviation industry.

. . . . Compliance with the aviation industry's strict
Strict regulations, long data retention periods, P y

. . . data retention regulation
and internal compliance requirements were

the reasons for FACC to search for an efficient
solution for archiving important company

data.

Perfect integration of the archive solution into
existing IT infrastructure

Challenges:
Ensure data integrity for very long periods of Central archive for SAP and development data

time; connect different data sources and
business divisions to the archive; integrate it
into the existing IT infrastructure; achieve

Cost reduction with increasing flexibility and
efficiency at lower costs.

CLOLCKL

scalability

Solution:
iTernity Compliant Archive
Software (iCAS) and OpenText

CASE STUDY
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SECURITY AND COMPLIANCE AS IT DRIVERS

Safety is a top priority in the aviation industry. This also affects the IT infrastructure and the compli-

ance requirements of the manufacturers in the industry. For example, certain company data must be

stored unalterable and legally compliant for over 30 years due to product liability reasons.

FACC, a manufacturer of aircraft components and mobility solutions with offices in more than 13
countries, was also faced with the question: "How can critical company data be stored securely over
long periods of time?” The answer was to implement an Enterprise Content Management (ECM) so-
lution that connects with a long-term archiving software, iTernity iCAS. FACC is a global leader in the
design, development and manufacture of lightweight construction systems in the aerospace indus-
try. As a technology partner of all major aircraft and engine manufacturers, FACC works together with
its customers to develop solutions for the mobility of the future. An example of its core competen-

cies includes making aircraft components for wings, fuselage, and tail unit.

HIGHEST DEMANDS ON QUALITY AND COMPLIANCE

For legally compliant business operation, two data sources are primarily designated at FACC for au-
dit-proof archiving. The first source is all data that are processed in ECM OpenText, such as invoices,
incoming goods documents, contracts, and quality certificates. For these primarily SAP-related data,
common regulatory requirements apply. For example, in Austria, business data must be kept for
seven years according to the Bundesabgabenordnung (Federal Fiscal Code) §132.
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The second data source comes from FACC Engineering which retains, e.g. construction and develop-
ment documents. These data are subject to stricter burden of proof and longer retention periods. In
most cases, the data retention obligation is made up of two components: 1) Dynamic, e.g. Product
Life (how long an aircraft is operable), and 2) Fixed, e.g. the 3-5 years retention period set by legisla-

tor. Thus, a data retention time of over 30 years is common in this industry.

"The aviation industry is in nature a highly regulated sector. As
a leading manufacturer in this industry, the quality assurance
process with customers must be precise’,

explains Stefan Wilflingseder, FACC's Chief Information Security Officer and Data Protection Coordi-
nator.

“This is why we have relied on iCAS for many years as the cen-
tral archive for our SAP and development data”

SOLUTION REQUIREMENTS

In addition to legal obligations and compliance requirements, costs and performance also played an
important role when FACC searched for an archiving solution.

"‘Our hardware costs had risen sharply, and the solution we used
to date was simply too slow and not sustainable,” recalls Stefan
Wilflingseder. "It was paramount to us that the new solution is
scalable, efficient, and has a good priceperformance ratio."

For this reason, FACC ultimately decided against a hardware-bound option from NetApp and opted
for the software-based approach from iTernity.

SECURE ARCHIVE WITH FURTHER POTENTIAL FOR THE FUTURE

FACC operates iCAS as a virtual machine in a VMware cluster. The hardware used is 3PAR storage
solutions from HPE. Currently, the archive data is replicated at the storage level, but in the future,
iCAS could also take over and optimize this task.
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One of iICAS' strengths is its continuous monitoring and verification of the correctness and validity
of archive data based on its hash values. The integrity verification process is important to detect any
type of data inconsistency, such as invalid data or silent data corruption. When iCAS detects data

inconsistency, its Self-Healing feature automatically replaces the corrupt data with a valid copy from

synchronous storage.

FOCUS ON EFFICIENCY AND FLEXIBILITY

When Stefan Wilflingseder described the advantages of iCAS, he was particularly impressed by the
efficiency and flexibility of the solution. As the solution is totally independent of the underlying hard-
ware, the IT department at FACC did not have to add any new hardware at all and could simply use

the existing IT infrastructure.

"What we especially appreciate about iCAS is that we were able
to implement it on our existing infrastructure, such as storage
and virtualization.”

Even if there is a possibility for system changes or connections of new applications to the archive,
the IT department sees no challenge in it.

'ICAS can be connected to various applications and hardware
systems,” emphasizes Wilflingseder. "In case of future changes,
the iCAS archive remains in place and is simply linked to the
changed environment.”
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This also applies to the scalability of the archive, thanks to its transparent licensing method and on-
demand expansion of the archive volume. In terms of iTernity’s technical support, Stefan Wilflings-
eder does not have much to say about it. It is not because of negative reasons, on the contrary, he is
very satisfied with its response times, high quality, and state-of-the-art methods. There was rarely a
need for technical support from iTernity as iCAS system runs safely and is low maintenance in the
background.

OUTLOOK INTO THE FUTURE

Stefan Wilflingseder argues that the significance of compliant archiving will grow in the future.

‘Compliant archiving has become more important than ever,
according to several perspectives, since many areas are invol-
ved in it, such as special divisions, application users, and areas
with focus on infrastructure, data protection, and compliance”.

As data volumes grow continuously, FACC must deploy efficient and flexible solutions to cope with
the increasing data management costs. However, Stefan Wilflingseder sees that the greatest chal-
lenges are not in the tools and solutions but rather in the processes. Taking the digitization of archive
documents as an example, Wilflingseder argues that it is more difficult to adapt existing business
processes to this, e.g. by reducing paper consumption, as this always requires an intervention in the
daily work and routines. Nevertheless, the Chief Information Security Officer knows that his com-
pany is well prepared in this "because FACC works very flexibly and future-oriented with OpenText
and iCAS". Wilflingseder ended the conversation with a smile and a personal view about the special

characteristics of the industry.

"We are currently celebrating our 30th anniversary, so we ha-
ven't reached the longest required retention time yet. The re-
tention periods of our first manufactured products will not end
until the next few years. This means, it is an urgent matter to do
digital archiving”.
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DATA ARCHIVING MADE SIMPLE

iICAS is a flexible middleware for retention management & WORM storage. The solution
integrates perfectly into heterogeneous infrastructure landscapes. While you take care of
your core business, iCAS reliably protects the integrity and availability of your data in the
background.

HARDWARE COMPLIANT FLEXIBLE TAMPER-PROOF
INDEPENDENT
The archive intelligence is tied iCAS assures regulatory and Middleware between your iCAS provides WORM storage,

to the software-layer, not to the compliance requirements business application and the encryption and retention
hardware storage infrastructure management

THE CENTRAL PLATFORM
FOR YOUR DATA MANAGEMENT

Business Applications/Data iCAS protects data integrity and availabili-
ty, even if the underlying storage technolo-
gy and hardware changes in the future. As
a software-defined solution, iCAS lays the

foundation for audit-proof data archiving

i . and protects your investments in hard-
ICAS Data Management and Protection P yourinv !

= Encryption, Integrity Monitoring,
Self-Healing, Retention, WORM

ware, software and services.

iCAS adapts to your IT infrastructure and
adds compliance, data integrity protection
Storage Infrastructure and WORM storage (Write Once Read

— @ Onsite-, Cloud-, Obhject-Storage Many) to your existing systems.
Em—
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ITernity

WE TAKE YOUR
DATA SECURELY
INTO THE FUTURE

We protect your business-critical data. The trust you place in us is our motivation and
an investment in the future. The result: more security, less effort, no worries.

Our DNA is archiving, our mission the long-term availability and integrity of all types of
corporate data. Our focus is on your challenges, whether data protection, cost pres-
sure, data growth, cyber attacks, lack of time, or complexity —
we take your data securely into the future.



